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V.

AUTHORITY: -
Deputy Secretary of Youth Services (YS) as contained in La. R.S. 36:405.
Deviation from this policy must be approved by the Deputy Secretary.

PURPOSE:

To establish the Deputy Secretary's policy regarding the distribution/posting of
official and/or proprietary information by employees on social networks such as
Twitter, Instagram, Snapchat, Facebook, MySpace, YouTube, Linkedin, blogging,
etc.

APPLICABILITY:
All Youth Services employees.
DEFINITIONS:

Official Social Network - Any social network developed or utilized by YS to post
statements on behalf of YS, for use with other correctional or law enforcement
systems, or for use within the government of the State of Louisiana,

Official Use - Using social networks for official YS purposes under the direction
of, and approval by, the Deputy Secretary/ designee. An official YS purpose also
includes performing investigative or law enforcement functions.

Proprietary Information - Any information concerning the operations of YS, the
managing of information within YS, confidential records concerning youth and/or
employees including the information deemed confidential as outlined in YS
Policies listed on Attachment A.5.9 (a).
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VI.

Social Media — Any type of Internet-based media created through social
interaction, in which individuals produce the content.

Social Networks - On-line internet activity, all of which is trackable and
traceable, and usually permanent. On-line social networks include blogs, chat
rooms, message boards, discussion groups, email, texting, etc. where an
employee writes/posts comments, or is a member of professionally or personally,
including but not limited to, MySpace, Facebook, Twitter, YouTube, Linkedin, or
any such network now in existence or created in the future (refer to YS Policy No
A.5.9).

Unofficial Social Network - Any social networks accessed using State or
personal computers, telephones, etc. without the direction of, and approval by,
the Deputy Secretary/designee.

Unofficial Use - Using social networks for any purpose other than "Official Use"
as defined above.

POLICY:

it is the Deputy Secretary's policy that the confidentiality and security of YS/0JJ
operations be protected and safeguarded by restricting the use of propristary
information concerning YS on social networks. In addition, the Deputy Secretary
must ensure that the use of communications maintains the integrity and
reputation of YS/OJJ, while minimizing actual or potential legal risks, whether
used inside or outside the workplace. Protecting the image of YS/OJJ is crucial to

~ jts success.

Therefore, the official use of any social network shall be directed and coordinated
by the Deputy Secretary/ designee.

PROCEDURES:
A. Use of Official Social Networks in an Official Capacity

1. Each employee is responsible for what they post to social networks.
Each employee is personally responsible for any on-line activity
conducted with a YS/OJJ email address, and/or which can be traced
back to YS/OJJ's domain, and/or which uses YS/OJJ's assets. The
YS/OJJ email address attached to any employee's name implies
that the employee is acting on YS/OJJ's behalf. Any on-line social
networking activity traceable to the YS/OJJ domain is public and
employees shall be held fully responsible for all such activities.



YS Policy No. A.5.9

Page 3

Transparency and Identification: When participating in any on-line
community, an employee shall disclose their identity and affiliation
with YS/OJJ. When posting to a blog, an employee shall always
use their name of record with YS/OJJ. Employees are prohibited
from creating an alias or posting anything anonymously. (See
limited exception in Section B below.)

Each employee shall follow the rules contained in the Employee
Manual and in YS Policy C.1.13. These rules also apply to
employee behavior while on social networks and other on-line
spaces.

Each employee shall follow the terms and conditions of use that
have been established by each venue used for social networking
activities when conducted in the employee's official capacity.

Each employee shall refrain from posting any information or
conducting any on-line activity that may violate local, state or
federal laws or regulations.

Each employee shall maintain a log of all postings or comments
made on a social networking site, along with the authorization they
received to participate in that on-line activity. The employee may
be asked to produce the log at any time. The log, at a minimum,
shall contain information as to the date/time, venue, and topic
discussed.

Use of Social Networks for Official Law Enforcement Purposes

1.

Certain trained employees are authorized for investigative purposes
to use an alias on a social network. Authorization for such activity
shall be given by the Chief of Operations.

Employees with authorization to use social networks for official law
enforcement purposes shall maintain a record of the authorization,
the purpose of the investigation, alias (es) used, sites visited, and
results obtained. This record shall be maintained in a confidential
investigative file, shall remain confidential, and shall not be subject
to a public records request.

The Director of Investigative Services (IS) shall coordinate and
monitor this activity, including monthly reports of any such activity.
All information issued to and from the Director of IS and other
authorized employees regarding the use of social networks is
confidential, and shall not be subject to a public records request.
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C.

Unofficial Use of Social Networks

1.

This section applies to an employee's personal use of social
networks whether on duty or off duty and whether or not the
employee is using personal or YS/OJJ equipment. When
YS/OJJ equipment is used, all expectations of privacy are waived
and consent to search the particular equipment is implicit.

An important component of the YS/OJJ mission is to promote public
safety and protect youth, employees, and others from harm.
Therefore, for security purposes, confidential and proprietary
information, as defined herein, shall not be disclosed without the
express permission from the Deputy Secretary/designee.

Employees shall not use their YS/OJJ e-mail address to register for
social media sites, and are prohibited from posting a replica of
YS/OJJ badges, seals and any other departmental identifiers,
including uniforms or uniform components, identity or commission
cards, as doing so would appear that the employee is acting on
behalf of YS/OJJ.

All employees are strongly encouraged to be professional in their
unofficial use of social networks. Social networks are public.
Information posted on the internet remains indefinitely and may
affect the employee's personal integrity and credibility. Postings
that reflect negatively on the agency or on an employee's credibility
or integrity will subject the posting employee to disciplinary action,
up to and including, termination.

Employees are prohibited from discussing any YS/OJJ event or
occurrence, standard or unusual, occurring on or off YS/OJJ
property, or as a part of official action taken by YS/OJJ and/or its
employees when the employee is engaged in unofficial use of
social networks. Examples of prohibited postings include, but are
not limited to, warrant and/or arrest operations, security operations,
confidential information, personnel matters, etc.

Employees are prohibited from engaging in communication or
contact with current or former youth and their families on social
media networks pursuant fo the guidelines established in YS Policy
No. A.2.62.
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10.

11.

12.

13.

Employees are strongly discouraged from posting any identifying
information about themselves that they would not like the general
public, including youth and youth family members, to possess.
Examples of identifying information are social security number,
home address, and phone numbers. Employees should recognize
and understand that postings to a social network remain in the
public domain forever. There is no such thing as successfully
deleting comments or content once posted to an internet social
network, web site blog, or any other social network medium, such
as Twitter or Facebook.

Employees are prohibited from posting any pictures, photographs
or schematics of any facility or office, including any employee's
personal pictures taken at any facility or office.

Each employee shall follow the rules contained in YS Policies
A2.1, A5.6 and C.1.13, as these rules apply to employee activity
within social networking and other on-line spaces.

Cyber harassment of an employee, youth, or the public, including
the use of social networks, internet or text messages, is prohibited
and shall not be tolerated. Any such activity shall be treated as a
violation of YS Policy A.2.8 and/or C.2.11, as warranted.

Employees shall not post comments or pictures that can negatively
affect YS/OJJ's image and/or reputation. This prohibition includes
racist or discriminatory remarks, and defamatory or derogatory
comments regarding YS/OJJ.

All federal, state, and local laws shall be obeyed.
Excessive usage of personal computers, cellular phones, or other

electronic devices while on duty may subject an employee to
disciplinary action.

Disciplinary Action

1.

An employee may be disciplined up to, and including termination,
for violating the provisions of this policy.

No employee shall be disciplined for engaging in conduct permitted
by the National Labor Relations Act §§ 7 and 8(a) (1) or in political
speech.
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VIl. STAFF DEVELOPMENT:

1. YS/OJJ shall provide comprehensive pre-service and annual in-
service training for all personnel regarding this policy.

2. All training shall be documented in the Louisiana Employees
Online (LEO) system.

Previous Regulation/Policy Number: A.5.9
Previous Effective Date: 06/20/2021
Attachments/References: A.5.9 (a) References June 2021



A.5.9 (a)

YS Policies with reference to confidentiality and applicable ACA Standards

Number
A1.4
A1.9
A1
A.2.1
A2.5
A2.7
A.2.8
A.2.11
A.212
A.2.18
A.2.20
A2.22
A.2.35
A.2.45

A.2.46
A.248
A.2.58
A.2.61
A.2.62
A3.3

A.5.1

Jlune 2021

Title

“Investigative Services”

“Records Management and Retention”
"Polygraph Testing of Employees"
“Employee Manual”

“Family and Medical Leave of Ahsence”
"Drug-Free Workplace"

“Sexual Harassment”

"Employee Assistance Program”
“Personnel Records"

“Criminal Record Check”

"Critical Incident Stress Management (CISM) Program”
“Violence-Free Workplace”

“‘Employee Exit Processing”

"Performance Evaluation System (PES) and Market Rate
Adjustments"

"Employee Grievance Procedure”

“Driver Safety Program”

“Crisis Leave Program”

“Health Screening for Direct Care Positions”
“Staff/Youth Relationships”

“‘Requests and Collection of Fees for Copies of Public Records and
Statistical Reports”

“Access to, Security of, and Use of Information Technology
Resources and Mobile/Cellular/Smartphone Devices”



A.5.6
B.3.2
B.5.3
B.6.2

B.6.4.
B.7.2
B.7.3
B.8.15
CA1.7
C.1.13

C.2.11
C.2.20
C.2.22
C.5.6
D.21

D.5.1

D.11.1

lune 2021

“Internet and Email Usage”
"Access to and Release of Active and Inactive Youth Records"”
‘Administrative Remedy Procedure”

"Communicable and Contagious Diseases and Infection Control
Program"

“Accident and Injury (A&I) Evaluations”

“Programs for Post-Secondary Education — Secure Care”
“Work Details and Skills Building Incentives -- Secure Care”
“Family and Community Relations”

"Crime Victims Registration and Notification”

“Legislative Request/Communication, Media Access and Public
Information”

“Prison Rape Elimination Act (PREAY”

“Youth Transport — Secure Care Facilities”
“Contraband Control — Secure Care Facilities”
“Juvenile Electranic Tracking System (JETS)”

“Physical Examinations, Essential Functions and Special
Requirements for Probation and Parole Officers/Juvenile”

“Community Based Services Youth Records: Composition and
Maintenance”

“Predisposition Investigation and Social History”



